A New Era of Data Protection:
Converged DR + Backup

Gene Torreg Solutions Engineer
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Transformation
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IT Transformatiors& Digital Transformation
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Digital Transformationnvolves and puts
emphasis on evolving businesses to thrive
In a digital economy.

IT Transformatiorfocuses on modernizing
the underlying technology.



Transformation ImpactLLndustries

Evolution of People,
Process & Technology
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New Markets,
New Competitors,
New Business Models
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New Customer
Expectations

%



When technology and society evolve
fasterthan your ability to adapt

G . dza A y $hata Slévelop innovative products,
distribution channels,and a strong customerproposition
will gain significantcompetitive advantageg irrespective
of sector
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- Spokesperson from BDO LLP London



Transformation Outcomes

Increased Innovation

Improved Competitiveness
Faster Time to Market

Enhanced IT Spending Efficiency

More Iinclusion for IT in business
strategy formulation

Source: ESG g
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Transform through IT Resilience

The abllity tc transformation by
to change without! the business



IT Resilience Requirements

n Closeto-continuous IT and business operations

Is a multifunction converged product segment, evolved

L from backup, run book automation, replication
N Support scope i1s multi datacenter and muloud
n Functionality includes IT operations resilience and

cyber attack mitigation

Zerto Gartner.



Core Pillars for IT Resilience
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Continuous + Workload
DR & Backup Mobility

No downtime, Move with ease
no data loss and without risk

Zerto
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Multi-Cloud,
Hybrid Cloud

Leverage cloud to
accelerate business



The Journey to IT Resilience

Continuou

I'T Continuous Transformation
IT at the Speed of Business

Achieve Efficiency
Aligned and Optimized Resources

Increase Agility
Intelligent Workload Placement Anywhere

Accelerate Cloud
Hybrid/Public/Private Cloud

Remove Systemic Risk
Converge and Automate DR and Backup
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Convergence Is happening
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Backup
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Disaster Recovery Hybrid Cloud
Replication



Converged DR, Backup and Cloud Mobility across-Multi
Cloud, Hybrid Cloud Environment
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Traditional Backup Is not meeting todays business needs

33% 40% 40%

Too complex to manage Recovery speed too slow  Cost s too high

Gartner
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Kiosk Poling Result: Gartner Data Center, Infrastructure & Operations Management Summit 2015, n =



Traditional Backup : Complex, Slow Recovery, and Costl

Impact to Production
Potential data loss due to backup frequency
No granularity |
O

Inconsistent recovery of complex
applications and dependencies

Time consuming to manage
Many solutions
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Future of Disaster Recovery and Backup
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Future of Disaster Recovery and Backup

Continuous Data Protection
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Continuous Journalbased
Data Replication Recovery

Shortterm andLongterm Retention
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Periodic Poinin-Time copies

- . 17:26
Snapshot!
12:30 | Ransomware
g
' Backup = 4+ hours
Data Loss & Downtime
i 5 1]
:
Power Interruption Ransomware File deletion, Application
or Hardware Failure Virus Infection or Human Error
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Continuous Data Protectio

17:26
Ransomware
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Rewind and recover from any point in time
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Example: Ransomware Attack

Traditional Backup  Continuous Data Protection

DR Strategy Backup to tape and disk Continuous Replication

An entire file server at a A number of directories on a file

Files Affected . . . -
manufacturing facility server at a manufacturing facility

Data Loss 12 Hours 10 Seconds

Time to Recover 2 Weeks Under 10 Minutes
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Traditional Backup Continuous Data Protection

DR Strategy Tape backup, digkased backup DR into Public Cloud

Data Loss 24 hours+ 3-5 seconds
Time to Recover 1.5+ days Less than 3 hours
GCKIO AMAKHYHINISTFNRY | o0dzaAySaa

- Craig Russell, IT Manager
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Introducing a New Data Protection Concept

Elastic Journal
Combines Shoiterm Journal technology with Lefgym Repositories

Shortterm Retention Longterm Retention

Seconds Years
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Elastic Journal

Simply rewind to any point in time acrosgpoemises and cloud.
No data loss or downtime

Shortterm Retention Longterm Retention

Seconds Years
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Files Apps Sites

Zerto



Elastic Journal

Shortterm 'Retention Longterm Retention

ANon- disruptive recoveryg within seconds
AFlexibility and choice from where to recover
AAlways protected

Zerto



Elastic Journal
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Setting Retention Policies for

O 0 0 00 0 00 0 0

Short and Longerm

Edit VPG : vpg-0 &
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*Subject to Change



