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Security Companies AT Z, etc.

A10 Networks, Akamai, AlienVault, Appriver, At-Bay, Avecto, Axiomatics
BeyondTrust, BluVector

Carbon Black, Centrify, CGS, Check Point, CheckMarx, CloudBees, Comodo, Corero Network Security,
Cyxtera

Darktrace, Deeplnstinct, DomainTools, Dyadic

eSentire, Experian

F-Secure, FireEye, Forcepoint, ForeScout, Forrester, Fortinet, Fujitsu

Gigamon, GigaTrust, GlobalSign

Herjavec Group

IBM Resilient, iboss, Illlumio, Imperva, Informatica

Kaspersky Lab, KnowBe4, KPMG

Lawfare, LogRhythm

Malwarebytes, McAfee, MediaMath, Mimecast, Mobilelron

NordVPN, Nozomi Networks, NSS Labs, NTT Security, Nuvias Group

ObservelT

Palo Alto Networks, Panda, Portnox, Proofpoint

Qubic

Radial, Radware, Rapid7, RisklQ

SAP, Secureworks, Semafone, SentinelOne, Sonatype, Sophos, Splunk, Symantec
Thales, Trend Micro, Tripwire

Varonis, Veridium, Voxpro,

WatchGuard, Webroot

ZeroFOX, ZScaler Slide - 2
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Assessment and Fundamentals

A All types of bad actors are trying to break into your
network today

A Start monitoring your network TODAY

A Understand how to track them using an Analyzer
looking for Indicators of Compromise

A 24 hour period:

United States 241
Canada 115
Taiwan 87

China 70
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The Importance of Packets

A The Boy Scout Motto - BE PREPARED

A Gain total network visibility by capturing all of the
packets 24 x 7 and using NetFlow data

AKnow the Anormal 0 path

A Gather the Log files from Firewalls, Servers, IDS,
DLP, Antivirus, etc.

o
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Why are Attacks a Concern?

A Cost of Attacks

A Resource time (Investigations, Monitoring, Mitigate)
A Security Controls

A HIPPA / SCADA / Other Regulatory Fines

A Data Breach
A $100 to $500 per record
A 1000 records = $1M to $5M
A Business, Health, Finance, Government, Education
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A Endpoint protection is not adequate any longer
AWannaCry / Petya

A Windows desktops represent the weakest link in the
chain

A Software as a Service means no endpoint visibility

A Most defense enhancements come first on the
NETWORK 1 speed and scalability
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The Path of the Packet is Important

A Monitor both inside and outside of the Internet
Firewall

A Monitor any other inbound link, VPN, Branch
office, dedicated link other than Internet

A Key locations need to be monitored for attacks

A Monitor for both outside and inside threats
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ldentify the Indicators

Ways to lIdentify these Attacks on my network

1)

2)

3)

Observing the Q
initial download A e
at the perimeter ™"

Observing the m‘gj
use of the

Exploit on my
Internal network

Observing the
movement of the
malware on my
local network
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Security Onion

Security Onion - v14 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
= [ SGUIL-0.9.0 - Connecte... [/1] [The Wireshark Networ...

| SGUIL-0.9.0 - Connected To localhost 4 - O
File Query Reports Sound: Off ServerName: localhost UserMame: mike UserID: 2 2018-10-02 19:00:07 GV

RealTime Events} Escalated E\mnts]

Alert ID Date/Time Dst IP DPort r | Event Me

- 13 mike-virt... 2.2008 2018-03-1622:34:18  10.10.100.139 49188  69.64.49.212 20 6 ET CURREMT_EVEMTS Fiesta URI Struct
- 4 mike-virt... 2.2082 2018-03-1622:34:18  69.64.49.212 20 10.10.100.139 49188 6 ET CURREMNT_EVENTS Fiesta SilverLight Exploit Download
- 11 mike-virt... 2.2079 2018-03-16 22:34:18  69.64.49.212 20 10.10.100.139 43179 6 ET CURREMNT_EVENTS Fiesta Flash Exploit Download
- 11 mike-virt... 2.2096 2018-03-16 22:34:18 69.64.49.212 20 10.10.100.133 43188 6 ET CURREMT_EVEMNTS Fiesta EK SilverLight Exploit Apr 23 2015
- 11 mike-virt... 2.2068 2018-03-16 22:34:18  69.64.49.212 20 10.10.100.133 43179 6 ET CURRENT_EVENTS Fiesta EK Flash Exploit Apr 23 2015
- 15  mike-virt... 2.2051 2018-03-1622:34:18  69.64.49.212 a0 10.10.100.139 49179 6 ET CURRENT_EVENTS Fiesta EK Landing Mov 05 2014
- 1 mike-virt... 2.2039 2018-03-1622:34:18  10.10.100.139 49179  69.64.49.212 20 6 ET CURRENT_EVENTS Fiesta EK Landing URI Struct March 6 2015
- 1 mike-virt... 2.2056 2018-03-1622:34:18  10.10.100.139 49179  69.64.49.212 20 6 ET CURRENT_EVENTS Fiesta Flash Exploit URI Struct
- 1 mike-virt... 2.2055 2018-03-1622:34:18  10.10.100.139 49179  69.64.49.212 a0 6 ET POLICY Outdated Flash Version M1
- 3  mike-virt... 2211 2018-03-16 22:34:19  10.10.100.139 49199  89.144.2.20 2080 6 ET TROJAN Asterope Checkin
- 9 mike-virt... 2.2107 2018-03-16 22:34:19  69.64.49.212 20 10.10.100.139 49192 6 ET CURREMT_EVENTS Fiesta EK IE Exploit Apr 23 2015
- 8  mike-virt... 2.2142 2018-03-16 22:34:20  10.10.100.132 49194  69.64.49.212 20 6 ET CURRENT_EVENTS Unknown - Java Request - gt 60char hex-ascii
- 7 mike-virt... 2.214 2018-03-16 22:34:20  69.64.49.212 20 10.10.100.139 49194 6 ET CURREMNT_EVENTS Fiesta EK Java Exploit Apr 23 2015
RT 8  mike-virt... 2.2143 2018-03-16 22:34:20 10.10.100.139 49194  69.64.49.212 20 6 ET CURREMNT_EVENTS SUSPICIOUS Java Request to NOIP Dynamic DNS Domain
- 7 mike-virt... 2.2134 2018-03-1622:34:20 69.64.49.212 a0 10.10.100.139 49194 6 ET INFO JAVA - Java Archive Download By Vulnerable Client
RT 7 mike-virt... 22121 2018-03-1622:34:20  69.64.49.212 80 10.10.100.139 45194 6 ET INFO lava File Sent With X-Powered By HTTP Header - Commeon In Exploit Kits

v Show Packet Data ¥ Show Rule
alert tcp $EXTERNAL_MET $HTTP_PORTS -> $HOME_MET any (msg:"ET CURRENT_EVEMTS Fiesta EK SilverLight Exploit Apr 23 2015";

IF Resolution 1 Agent Status ]Snnrt Statistits} System Msgs 1 User Msgs 1

[ Reverse DNS v Enable External DNS flow:established,from_server; content:"Content-Disposition|3a 20|inline|3b|"; http_header; content:".xap"; http_header;
Sreip: nrra"/Cantent-Nisnnsitinnly vy 2008 AnT+Hilename=la-7145 B dAL7 3 vanirin/Hm™ file data’ rontent-"AnnManifast yaml" o
Sre ’ Source IP Dest IP Yer HL TOS len D Flags Offset  TTL Chksum
rc Name:
10.10.100.139 169.64.49.212 4 5 o oz 70 |2 0 128 4338

DstIP: Uu A P R 5 F
Dst Name: Source Dest R R R € 5 5 ¥ I

H T N N

Whois Query: © Nonme & SrcIP ¢ DstIP Port Port 1 0 G K Seq # Ack # Offset Res Window Urp ChkSum

. niosidsala - il 4mz8 80 | | . [x [x | | | |doeososee [823474683 |5 o 6121 o |a0796

# 20 33 2E 35 2E 33 30 37 32 39 3B 20 2E 4E 45 54 GET /j_86zfsy/40 ‘

PP ST P T L T Pl L T T T T T T T R T T e B T Ta T T T 1o AN OO A EnAdAEC T




What are your Indicators?

A All indicators have value, some greater than others

A You see a mail server has initiated an outbound FTP session to a
host in Russia - an indicator.

A You see a spike in the amount of Internet Control Message Protocol
(ICMP) traffic at 2 A.M. - an indicator.

A You see a Host sending RAR files to a host in San Diego i an
indicator.

A You see SMBV1 traffic on your network i an indicator.
A Which are your biggest concerns?

A Prioritize the indicator value
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Trojan / Worm Indicators

ANumber of SYN6és Sent / Numbel
A Generally should be 1:1

A Trojans and worms always send large amounts of TCP SYN packets to
establish connections with other hosts on the LOCAL subnet.

A Look at Top Talkers by Packets
A Trojans and worms usually send out a large number of SMALL packets.

A Filter for DNS 7 Export to CSV i Comma delimited with packet
summary
A Analyze using keywords
A Compare to Top 1 million (Alexa or Cisco Umbrella)

A Use a specific filter i POP3, Readme.exe and PSEXEC.EXE
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Filter for SYN + ACK

A Filter for SYN + ACK i See what Servers and
Applications are accepting connections

A Should they? / Any surprises? / Workstations?

File Edit View Go Capture Analyze Statistics Telephony Wireless Toels  Help

dn i@ DRBRex=ZF LIS EQQQH
(1 [tplg==12
Ma, DeltaTime  Packetlength  Source Destination Relative Time  Protocal Info
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Filter for SMBv1, SMBv2 and SMBv3

A Filter for SMBv1 i See what devices are vulnerable
AWannaCry / Petya

i @ R E ] «

[I smb.server component == 0x424d53ff

SMBvV2 hex Pattern is 0x424d53fe
SMBvV3 hex Pattern is 0x424d53fd
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Filter for HTTP Credentials

A Filter for HTTP Authorization Type Basic:
AYields Credentials

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

@ & H

‘. ® @ q{EE}}Eﬁzﬁi?ﬁ?@iJ

" |frame contains "Authorization: Basic™ and http

Mo, Delta Time  Packet Length Source Destination Relative Time

- 84 @.002885 398  10.10.18.3 10.10.10.1 61.865759
96 g.e0e012 385 18.18.16.3 16.168.18.1 62.698137

Connection: Keep-Alive\ri\n
v Authorization: Basic YWRtabldocIRyMGSnIXB3\ri\n

Credentials: [admin:stréng!pw
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The Path of the Packet is Important

A Explore and understand both Ingress and Egress
traffic flows and patterns

ADondt ass.u
A Validate

A TAP / Packet Broker

A There could be several paths into the Data Center
depending on Trusted User, Untrusted User or
Customer
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Limit the outbound Path of the Packet

= Jo
Clients &

-

o) i
J
-
[~

, D_B Servers: -
e
Web Server

pata C°

Set Your I nternal DB servers ¢
communicate outside of your Datacenter (IP TTL = 1/2)
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Investigation using NetFlow and Packets

A Some of the most commonly used data elements generated
by NetFlow or Network Trending data include:

A Source IP Address

A Destination IP Address

A Source Port

A Destination Port

A Protocol

A Timestamps for the flow start and conclusion
A Amount of data transferred
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Log Files

Top Attackers

IP Address

107.20.134.235
162.245.211.9
47.88.195.157
36.228.235.222
114.55.218.176

Total Number of Attacks

Attacker Domain High Risk Med Risk Low Risk
ec2-107-20-134-235, compute-1.amazonaws.com e e 151
Not available o =) 115
Not available =] ® 90
36-228-235-222.dynamic.hinet.net 2 e 87
Not available ° ° 70

United States 151+90 = 241

Canada 115
Taiwan 87
China 70
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Capturing all of the Packets

A Analysis equipment must be able to keep up:

A 1 Gbps @ 25% utilization is 1.875 GBytes / Min
0 112 GBytes / HR

A 10 Gbps @ 25% utilization is 10.875 GBytes / Min
0 1.12 TBytes /HR

A 40 Gbps @ 25% utilization is 43.5 GBytes / Min
U 4.5 TBytes /HR

A 100 Gbps @ 25% utilization is 108.75 GBytes / Min
0 11.2 TBytes /HR

A Data Center will require stream to disk hardware capable of
10G to 40G link speeds and higher

A Potential to use Packet Broker to gain total network visibility

Slide - 19



A Assemble the complete picture of the attack / compromise
A Ability to see the evolution of the compromise

A Facility to pinpoint the time of the attack / compromise

A Determine what other systems were affected

OSlalt pSlop ; Settings ®\ Analyze V¥ Tools

Data Range: 2008-12-03 08:22:00 - 2010-02-11 13:48:00 Screen: 2008-12-03 08:22:00 - 09:22:00 Filter: Empty Filter [No filtering) Schedule: No scheduling Combine Indexing: No
2008-12-03 08:35:00 - 03;46:00

No Selection - Displaying Network Totals - Packets/Second

082200  08:26:00  08:30:00  08:34:00  08:38.00  08:4200 084600  0850:00  08:5400 085800  09:0200  09:0600  09:10:00  09:14:00  09:18:00

o 8 i
“|peco3

H{|03:22: .52 ook 09:22:00 09:52:00

<
S S S~ L E-LE P L

Update Chart 1min / 1 hour screen v Packets v BV

Update Reports a - Analysis selection ~ 0 pling T

% A
2d Beports 3 A atio P Statio P Pairs P-Application Pa P Applications DP Applications A Physical Ports prensic Analysis &%

Stations Packets Bytes Bits/sec Utilization (%)
Rix [ Tx | Total Rz [ Tx | Total v Rx | Tx [ Total Rix [ Tx
\l_ Vmware [FE:73... 42032 0l 5163 0 107195 1 3.71e6] 80.7e6 MM 54.4ec M 44954 | 978057 _ Ml 1.02e6 1 00551 0.994 NN
\l_ ASUS [E3:80:53] 24398 Tl 13920 1 3|/Nne 33.8¢6 M 1.08e6 34.5¢6 W 409150 O 13149 422293 1 0.415 N 0.017
\I_ Intel [53:44:62] 23260 M 13598 1 37458 1 33.2¢6 M 1.04e6 34.3:6 M 402742 M 12595 415343 1 0.409 N 0.016
ll_ Intel [7C:0C:72] 10989 4 17251 4 28240 | 1.49e6 21.4e6 1 229e6 1 18024 259165 1§ 277189 | 0.021 0.263 W
lwl_ Soncwall [30:8... 17243 M 1092839 § 28232 | 21.4e6 T 1.49e6 2296 1 259152 Tl 18024 277176 | 0.263 N 0.021



The Unfamiliar

A We can be sure an attack is eminent i our firewall
logs tell us they are probing, waiting to find the
chink in our armor

A We must be familiar with flows and patterns
A Determine what is different or unknown
A Different Pattern? File transfers outbound?

A RAR files transferred outbound?
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Attack Recognition

A Have we Baselined the network?

A What is normal?

A Protocols:

A Connection Oriented
A Connectionless

A Applications
A Remote Locations

A After the compromise
AWhat was the scope?
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Normal or Abnormal?

A FTP is allowed through Firewall i Did they get in?
ellite ‘s

Fan Tajikistan"-
Packets |

%gg Total | Country: India X
"—ia.-.JM City: Delh

Ryrgyzsian -~

C,_.

E Settings VY View ¥ Tools ./ Type Script Filter B Ref

HMAC by Hardware Address) | IP (by IP Address] |
Started: - - - Stations: 2  Packets: 3 Bytes: 194 Filter: - - - Not applicable - - -

A

DNS Name

Start Packet Capture on Station Address(es) 3 020
4 = |P Address: 182.77.21.79
Start Packet Capture on Address Pair Afghanistan == =
Fast Post-Filter on Station Address(es) ﬁ—\ / \
Fast Post-Filter on Address Pair
Create Filter on Station Address(es)... Pakista n
Create Filter on Address Pair... elhi 25
‘Connect to the Selected Station via > GeolP Lookup... Bﬁ:t\r'i RE, AT
0 d ang._ _ " .
Find... Ctrl+F L
Setiings... HTTPS...
Reset Column Widths Eing... BangladeSh
Remote Desktop... W
Display Station Sending Selected IP India
Telnet... M
Trace Route... (a

A What do the packets show i FTP service is down

: : J68.1. : FTP control ---- TCP SYN : -
192 18‘:'1 50 182.77.21.79 IP 00.001053  |FTP contral ---- TCP RST ACK [21 -> 181 ’%b]
182.77.21.79 192.168.1.50 P 15.848851 |FTP control --- TCP RST ACK [18136 -> 21] s
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Filter out Normal

AOnce you have definedian:
start filtering out the normal protocols / applications
/ subnets / domains

A Easier to filter out the hay stack and find a needle
among the needles

A Easily identify your normal established connections

AFilter for SYN + ACK i See what Servers and
Applications are accepting connections

AVALIDATE no WORKSTATIONS
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Forensic Analysis

Observe the use of the Exploit on your internal network

A Both WannaCry and Petya used recently released EternalBlue
exploit to propagate

A Snort rules to detect EternalBlue were available as of May 3,
2017 (a week before the initial WannaCry attack and a month
before Petya)

A Once a new zero-day exploit is unveiled, it is faster to write a
snort rule to detect it on the network than to add variant to
endpoint malware detection software
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GigaStor / Uilla and SNORT

A Create different profiles for different SNORT rules

= A

2d Reports Summary MAC Stations [P Stations IP Pairs  IP-Application Pairs TCP Applications UDP Applications Physical Ports = Forensic Analysis P8¢

Interval: 2017-03-08 23:20:00 - 2017-03-09 07:30:00

5 Rule Packet
exence Priority # | Classification [ Message | ID Number [ Date [ Time [
B D High Scan Detection Possible scan: stations exceed user limit on ports 1+ 2017-03-09 01h:02m 26.860s

|Scan Detection |Possible scan: stations exceed user limit on ports |201 7-03-09 |01 h:11m 52.998s

Scan Detection Possible scan: stations exceed user limit on ports 5+ 2017-03-09 00h:37m 43.033s
3 D High Scan Detection Possible scan: stations exceed user limit on ports 12+ 2017-03-09 00h:38m 51.013s
4 D High Scan Detection Possible scan: stations exceed user limit on ports 37+ 2017-03-09 00h:48m 18.890s
Forensic Statistic | Value I Source |
-2 Analysis Interval 2017-03-08 2...
=-{1 Reported Alerts
. =2~ High
. D Possible scan: stations exceed user limit on ports 2 Scan Detection
5-3 Low
&) Suspicious retransmission: packet sequence is less than previous. .. 11 TCP Stream Reassembly
- &) Packet contains data outside reception window 157 TCP Stream Reassembly
- &) Suspicious RST: sequence number did not match expected value 3 TCP Stream Reassembly
b &) RST sequence number not in transmittal window 107 TCP Stream Reassembly
5 ‘... 8) HTTP URI has sequences of multiple slashes 4 HTTP Inspection
-0 Analysis Statistics




Perimeter Defenses

A Port Scan your perimeter i know what ports are open

A Perform a penetration test / vulnerability scan
A Find your weaknesses / vulnerabilities before they do
A Look for abnormal outbound data transfers

A Develop your plan i refine, refine, refine
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Validate your Firewall rules

ADondét presume that vyour
job(s)

A Review your firewall rules
A Make sure a business case exists for each rule

A Capture both sides of Firewall to validate your UDP
rules
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Scope of Attack / Penetration

A Range of the Attack / Penetration vectors
A Internal or External?
A Foreign entity or Competing Company?

A Recall Major League Baseball?
A1/30/2017 - Cardinals hacked the Astros
AEmail and Scouting Database
Alnside their system from 2012 - 2014
AFined $2M plus other penalties
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Reporting / Validating

Clearly document the attack / compromise
A What was compromised
A Servers
A Hosts
A Network Hardware
A Credentials (UID / Password)
AWhat methods were used to exfiltrate the data?
A Save all logs and capture files

A Can we put countermeasures in place to keep this
type of compromise from happening again?

A Notify management
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What can you do?

4+ Configuration Management (CSC-9)

4+ Patch as soon as practical

+ Follow-up on vulnerability scanning

+ Documenting all exceptions
+ Communicate

4+ No tolerance for allowing unauthorized computers
on the network

+ Application review and Peer reviews
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Conclusion

+ |dentify security threats through packet analysis

4+ Ensure you have all of the packets (GigaStor)

«| f you canot see all of
you have all of the information

+Use of a packet broker a
24x7 total network visibility
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Questions?

mike@mnex.biz

Slide - 34



