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The Privileged Challenge?
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Aleynikov - Goldman 

Hanssen - FBI
Makwana ïFannie Mae

Kerviel - SocGen

Childs ïCity of SF

The Privileged Challenge!
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The óInsider Threatô  - In the News NowThe Privileged Challenge!



Scope Used by Used for

Elevated 

Personal

ÅPersonal accounts w/ 

elevated permissions

ï jSmith_admin

ÅIT staff 
ÅPrivileged operations

ÅAccess to sensitive 

information

Shared 

Privileged 

Accounts

ÅAdministrator

ÅUNIX root

ÅCisco Enable

ÅOracle SYS

ÅLocal Administrators

ÅERP admin

ÅIT staff 

ÅSystem admins

ÅNetwork admins

ÅDBAs

ÅHelp desk, etc

ÅDevelopers

ÅLegacy application

ÅEmergency

ÅFire-call

ÅDisaster recovery

ÅPrivileged operations

ÅAccess to sensitive 

information

Application 

Accounts
(App2App)

ÅHard coded/ 

embedded App IDs

ÅService Accounts

ÅApplications

ÅScripts

ÅWindows Services

ÅScheduled Tasks

ÅBatch jobs, etc

ÅDevelopers

ÅOnline database access

ÅBatch processing

ÅApp-2-App 

communication

Highly Powerful

Difficult to Control, Manage & Monitor

Hard-Coded, Unchanged

Pose Devastating Risk if Misused

Privileged Identity Management ó101ôPrivileged Identity Management



Accounts

Users

Privileged

Operations

Data Permissions

Keys/PasswordsProcesses

The óHolisticô Privileged ChallengeThe Holistic Privilege Challenge



Privileged Account Management requirements

ÅManage the credentials of Privileged Accounts

ÅManage access control for sharing Privileged Accounts

ÅManage Application/Service Accounts

ÅAudit and monitoring - accountability around usage of Privileged Accounts

Privileged User Management Requirements

ÅAllow native users to ñelevateò to a super-user mode

ÅProvide granular access control to segregate and restrict super-user usage 
to lowest needed privileges

ÅAudit and track super-user session activity

Really are óTwo Sides of the Same Coinô!

Need to be managed consistently and coherently across the enterprise

Privileged Users and Privileged AccountsPrivileged Users and Privileged Accounts



Insider Threat - the # 1 Security concern

Å ñ1 in 3 privileged users admit to snoopingò

Internal/External Audit Results ïSOX/PCI/OCC/FERC/Basel 

No Personalization of shared accounts (System Administrator)

Access to Key/Sensitive systems not tracked, logged, controlled

Embedded application/database passwords not secured

Proactive improvement of overall security posture 

Secure and Control Privileged accounts

Close óOpen Doorsô into application, databases

Reduce the risk of privileged access to sensitive resources

óPrivileged Securityô Becoming industry standard

Knowing the óWho?ô is Key!  

Delivering the óWhat?ô is Next

Awareness/Success drive Best Practices adoption

PIM Answers the óProve It!ô questions

Privileged Identity Management DriversPrivileged Identity Management Drivers



Requirement Ψ5ŜŦŀǳƭǘΩ {ŎŜƴŀǊƛƻ

2 Do not use vendor-supplied defaults for 
system passwords

2.1  Always change the vendor-supplied 
defaults before you install a system on 
the network

ωEvery system has predefined user(s)

ωThese users are often highly privileged

ωPasswords often kept as default 

6.3.6 Removal of custom application 
accounts,  usernames, and passwords 
before applications become active or 
are released to customers

ωPasswords are in clear-text

ωPasswords are hard-coded

ωPasswords are rarely changed

8     Assign a unique ID to each person with 
computer access

8.5  Ensure proper user authentication and 
password management for non-
consumer users and administrators on 
all system components.

ωGeneric accounts are IDs

ωPersonalization

ωExclusivity of generic account usage

Privileged Identity Management DriversPrivileged Identity Management Drivers - PCI



Current Audit Questions on Privileged and Application Accounts:

ñCan you prove that you are protecting access to key accounts?ò

ñWho is acting as System Administrator for this activity?ò

ñCan you prove that John Smithôs access to the Firecall ID was properly approved?ò

ñCan you show me what Jill Jones did within his session as root last week?ò

ñHave you removed hard-coded passwords from your web applications?ò

ñAre you changing the Service Account passwords inline with company policy?ò

ñCan you prove that you are protecting access to credit card information internally?ò

PCI, SOX, Basel II & HIPAA are all 

diving deeper into Privileged Accounts and Sessions

Privileged Identity Management DriversPrivileged Identity Management Drivers



Enterprise Password Vault (Admin) adoption very strong

ÅThe #1 leading issue from new prospects

ÅBut only part of the challenge being highlighted by auditors today

Aggressive requirements outside just óWhoô and óHeart-beatô users

Privileged Session Manager adoption growing rapidly

ÅóWhatô are people doing quickly moving up the ópriority ladderô
ÅBeing raised (and even bought) by Auditors 

Application Identity Management 

ÅPCI (6.3.6) driving much of the activity

ÅStrong requirement at both new and existing customers

ÅComplex challenge - Look for a True Solution ïnot just an API

The Cyber-Ark View :

Itôs No Longer Just About óWhoôItôs No Longer Just About óWho?ô



Point of Sale (POS) devices 

Laptops/Desktops running applications

Application Encryption Key management 

Systems running remote sites ïeg - óGridô stations

Non-privileged Shared Accounts

Mobile Devices

Custom systems

Mainframes

é. 
Itôs No Longer Just on Servers...



External Vendors IT Personnel Business Applications

Shared/Administrator
Accounts

Hard coded/ Embedded 
application accounts

Audit
Security

Policy Enforcement
Workflows

Provisioning
Business Continuity

Enterprise IT Environment

Common Challenges ïCommon Requirements


