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GOT PRIVILEGE? - THE PRIVILEGED CHALLENGE
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The Privileged Challenge?

"And this one is for remembering all my passwords."
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The Privileged Challenge!

Kerviel - SocGen

Childs i City of SF

: Hanssen - FBI .
Makwana i Fannie Mae Cyber-(Drk
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The Privileged Challenge!

NANCIAL TIMES

USA Monday March 11 2010 USA $2.50 Cal

Inside BarCap Wil Bob Diamond's Costly col

. ; & ? Two years :
audacious expansion plans end in tears? Bear Stearr
_Part one of an FT series Page 18

the vital les
Comment,

World Business Newspaper

wem—— Human element is weakest

50% stake in Bridas

® ® °

China’s state-owned energy
company CNOOC is to take a |
Argontina's Bridas In 1§01

ntina’s asdlbn | po P .
deal that marks the latest By Haig Simonian
move by Beijing to secure
energy resources to power its
fast-growing economy. Page 15, |
Chinese inroads, Page 16

KPMG pressed on Iran |
A US-based lobby group that
claims responsibility for
successfully pressing companies
to sever ties with has
targeted KPMG. Page 6

US credit rating threat
Moody’s Investor Service will
warn the US today that unless
it gets its public finances into \
better shape than the Obama
administration projects there |
would be “downward pressure” |
on its triple A credit rating.

Page 4; www.ft.com/crisisinquiry

Blavatnik in MGM plan |
Len Blavatnik, the billionaire
entrepreneur, has signalled (
his intent to combine his

media investments with
Metro-Goldwyn-Maver. the

Quite how Hervé Falciani obtained details about
more than 15 per cent of the customers of HSBC’s
Geneva private bank may remain a secret of banking
history, but the repercussions are already being felt.

Mr Falciani evaded the two basic principles of private
banking security. For decades, Swiss private banks have
worked on the principle of “cells”, restricting the amount

of sensitive information available to any one individual.
And, aware of the risks in their business, the banks instituted
policies whereby only their most trusted employees had
access to the most sensitive information.

Mr Falciani jumped both hurdles. As an employee of six
years’ standing — he joined HSBC in 2000 and perpetrated
his theft in 2006 — he was well-regarded enough to have
sufficient access. Ironically, the project on which he was
engaged — and presumably explaining why the “cell” system
did not work — was a scheme to “migrate” the bank’s account

information to a more secure database.
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Privileged Identity Management

Scope Used by Used for

Highly Powerful
Difficult to Control, Manage & Monitor
Hard-Coded, Unchanged
Pose Devastating Risk if Misused




The Holistic Privilege Challenge
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Accounts

Data .. Permissions
Privileged '
Operations

Processes Keys/Passwords
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Privileged Users and Privileged Accounts

Privileged Account Management requirements
A Manage the credentials of Privileged Accounts
A Manage access control for sharing Privileged Accounts
A Manage Application/Service Accounts
A Audit and monitoring - accountability around usage of Privileged Accounts

Privileged User Management Requirements
AAllow native users-useomoiee!l evateo to

A Provide granular access control to segregate and restrict super-user usage
to lowest needed privileges

A Audit and track super-user session activity

@

Really are 6Two Sides of the Same Co

@

Need to be managed consistently and coherently across the enterprise
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Privileged Identity Management Drivers

Insider Threat -the # 1 Security concern
A Al i n 3 privileged users admit to snc

Internal/External Audit Results T SOX/PCI/OCC/FERC/Basel
© No Personalization of shared accounts (System Administrator)
o Access to Key/Sensitive systems not tracked, logged, controlled
o Embedded application/database passwords not secured

Proactive improvement of overall security posture
e Secure and Control Privileged accounts
© Close 60Open Doorsd into application,
© Reduce the risk of privileged access to sensitive resources

© OPrivileged Securityd Becoming industr)
© Knowing the o6Who?06 i s Key!
e Delivering the OWhat?06 is Next

© Awareness/Success drive Best Practices adoption

© PIM Answers the 6Prove 1t!6 qu%y!’F"'@ur!(@
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Privileged ldentity Management Drivers - PCI

Requirement W5 SFFdzf 6§ Q { OSY I NA 2
2 Do not use vendesupplied defaults fof wEvery system has predefined user(s)
system passwords wThese users are often highly privileged

wPasswords often kept as default
2.1 Always change the vendsupplied

defaults before you install a system on
the network

6.3.6 Removal of custom application wPasswords are in cle#ext
accounts, usernames, and passwords yPasswords are harcoded
before applications become active or

wPasswords are rarely changed
are released to customers

8 Assign a unique ID to each person witthGeneric accounts are IDs
computer access wPersonalization

o wEXxclusivity of generic account usage

8.5 Ensure proper user authentication and
password management for nen
consumer users and administrators omn
all system components.
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Privileged Identity Management Drivers

Current Audit Questions on Privileged and Application Accounts:

@ Acan you pr ovmotettihgaatcesgtoar laey accounts?o
@ MWhoi s acting as System Administrator fo

you prove that Jdirecalllb was prbpérly aparoved® ® s
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nCan you vwdtdwl meJones did within his se
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hHave you r emadwead pmarsdvor ds from your we

&
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Are you changing the Service Account p

&
]

Can you prove that you are protecting

PCI, SOX, Basel Il & HIPAA are all
diving deeper into Privileged Accounts and Sessions Cyb er-@rk"
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| t0s No Longer Just About

@ Enterprise Password Vault (Admin) adoption very strong

A The #1 leading issue from new prospects
A But only part of the challenge being highlighted by auditors today

® Aggressive requirements ewtasdidd al sjel
@ Privileged Session Manager adoption growing rapidly
Aowhato are people doing quickly
A Being raised (and even bought) by Auditors
@ Application Identity Management

A PCI (6.3.6) driving much of the activity
A Strong requirement at both new and existing customers
A Complex challenge - Look for a True Solution T not just an API
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| t 0s No Longer Just on SeEe

o)

¥ Point of Sale (POS) devices

@ Laptops/Desktops running applications

& Application Encryption Key management

& Systems running remote sitesi eg-0 Gr i do6 st ati ons
@ Non-privileged Shared Accounts

& Mobile Devices

& Custom systems

& Mainframes

Cyber-(Drk

Security That Empowers People™




Requirements

o

Business Applications

Common Challenges i Common
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External Vend

ors IT Personnel

Audit
Security
Policy Enforce
Workflows
Provisioning
Business Conti
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