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The End-Point Security Specialists

DEVELOPING, IMPLEMENTING

AND ENFORCING AN INTERNET 

ACCEPTABLE USE POLICY (IAUP)

Welcome to the DataConnectors 

Tech-Security Conference Session Three

http://www.jcsinc.com/
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The End-Point Security Specialists

The Internet can be a wonderful source of 

information that can enhance employee 

productivity and the organizationôs bottom line

It can also provide access to a vast amount of 

purely entertainment-related materials that can 

threaten your organization

WHY HAVE AN INTERNET ACCEPTABLE USE POLICY?

http://www.jcsinc.com/
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The End-Point Security Specialists

A recent Gartner study revealed that, on average, an 

employee will spend 1 hour per day in non-productive 

time on the Internet. 

For a 200 person organization, this represents an 

annual $1,000,000 loss straight from the bottom line.

In a 1,000 person organization, this number can 

approach $5,000,000 annually in lost productivity!

FINANCIAL COSTS OF INTERNET ABUSE

http://www.jcsinc.com/
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The End-Point Security Specialists

Many internet sites offer 

unrestricted access to pictures, 

videos, sound and text that is 

sexually oriented.

If such material is brought into 

the workplace, it carries with it 

the potential to create a hostile 

work environment and the 

lawsuits that may accompany 

this.

LEGAL COSTS OF INTERNET ABUSE
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The End-Point Security Specialists

Trade secrets, customer, 

financial and other proprietary 

data may exist on your 

organizationôs computers.

If this data were to leave your 

organization via any number 

of electronic means (the 

Internet, USB, CD, DVD) the 

results to the organization 

could be catastrophic.

PROTECTING SENSITIVE INFORMATION

http://www.jcsinc.com/
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The End-Point Security Specialists

The Process to Use in Developing, Implementing 

and Enforcing an Internet Acceptable Use Policy

1)Perform a base-line Internet Audit

2)Develop your Internet Acceptable Use Policy

3)Implement your Internet Acceptable Use Policy by 

communicating it to your Employees

4)Monitor your Employeeôs use of the Internet and their 

Computers

DEVELOP, IMPLEMENT AND ENFORCE IAUP

http://www.jcsinc.com/
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The End-Point Security Specialists

Step 1: Perform a base-line Assessment using 

Network Quality Assurance (NQA) technology

NQA Defined:

A repeatable management process (feedback loop) to align 

technology resources and use with corporate policies and 

objectives

Ask yourself: How are our employees getting around the security 

that weôve put in place? 

How do we know that our technology is working?

STEP 1: BASELINE ASSESSMENT

http://www.jcsinc.com/
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The End-Point Security Specialists

BASELINE ASSESSMENT WITH CONGRUITY INSPECTOR
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