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What is ñNACò? 

NAC = Network Access Control

ÅResources and services can be accessed by only those users who 

have the right access privileges. 

ÅThe services that the network offers continue to stay up in presence of 

threats.

Trojans & 

Rootkits

Worms & 

VirusesBotnets
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Redefining NAC LAN Security 

ñDone right, NAC enables pre- and post-admission
compliance checks, which, effectively, stop the bad guys 
from getting on the network in the first place, as well as 
kicking off legitimate users if they donôt comply with 
company policy.ò--Robert Whiteley, Forrester

ñFive technology functions accepted and expected as part of 
NAC:

1) Pre-connect host posture assessment

2) Host quarantine and remediation

3) Network access control based on user identity

4) Network resource control based on identity and policy

5) Post-connect - Ongoing threat analysis and containmentò

--Joel Conover, Current Analysis
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Changing Security Needs

Internal ïbehind a firewall

Widespread ïviruses aimed at

all organizations

Corporate ïacceptable use

policies

Access Needs

Attacks

Compliance

Mobile ïconnected anywhere

Targeted ïspyware aimed at a

specific organization

Regulatory ïgovernment

mandated policies

Yesterday Today

Source: Forrester Research, Inc.

The Dissolving network perimeter
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Pre-connect vs. Post-connect NAC

ÅPre-connect:

ïChecks for endpoint ñsafetyò:

ÅIs anti-virus installed, running and up-to-date?
ÅIs anti-spyware installed, running and up-to-date?
ÅIs the OS patched?
ÅAre required processes running?
ÅAre banished processes not running?

ï Takes action based on the above results

ÅAllows connection ïuser is prompted for authentication
ÅDeny connection (drop or block)
ÅQuarantine for remediation (isolate and redirect)
ï Per-user vs. VLAN approaches

ÅPost-connect:

ïAccess control policy enforcement based on identity (AAA/LDAP) or profile 
(e.g. guest)

ïContinuous endpoint ñsafetyò checks

ïPersistent user activity and security event monitoring to validate above

ï Identify active, real-time threats on the network (policy violations or 
exposure to malicious code) 
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Identity-Aware Networks

ÅWhoôs on your network? 

ÅWhere the going?

ÅWhat are they doing?

ÅWhere they came from?

Å Can you control their 

behavior?

ÅWould you like to?

Who, What, Where & When?
Get Their User Names, Not Just Their Addresses
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Enterprise Networks Are Anonymous

Mission-critical Applications and Servers

Employees

Guests Contractors

Partners
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The Identity-Aware Network

Mission-critical Applications

Employees Guests

Contractors

Partners

Subset of

Applications

Guest

Network
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LAN Security Is Required

Rogue Hosts

Rapid Threat 
Propagation

Targeted and 
DDoS Attacks

Regulatory 
Compliance

Business Has Changed The Way We Use The Network

The LAN Is The New DMZ

Briefcase 
Bypass

Data Theft

Network 
Availability

Wireless and 
Remote Access

Malicious
Insiders

Guests/Contractors
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The Best of Both Worlds
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ÅComplex VLANs

ÅAccess Control Lists

ÅIPS (worms, attacks, DoS)

ÅEndpoint Screening

ÅActive Directory

ÅDatabase Access

ÅApplication Access

ÅID Management

Historically Different Approachesé

Policy is easy; Control is hardéControl is easy; Policy is hardé
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The Best of Both Worlds
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ÅComplex VLANs

ÅCoarse ACL

ÅIPS (works, attacks, DoS)

ÅEndpoint Screening

ÅActive Directory

ÅDatabase Access

ÅApplication Access

ÅID Management

Application Policy + Network Control

Identity Driven LAN Security

Policy is easy; Control is hardéControl is easy; Policy is hardé
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Out-of-Band Architecture:
Appropriate for Pre-Connect, Monitor-Only

Å Sits high in the network ïeasy to spoof

Å Access Control depends on VLANs and 

ACLs

ï Lacks user awareness

ï Not scalable

Å Little or no post authentication threat 

detection

Å Enforcement depends on access switch

Å No application layer awareness

Å Monitor-only rather than proactive 

enforcement and protection

LAN Core

Internet

OOB NAC 

Appliance
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Inline Architecture:
Designed for Pre- and Post-Connect NAC

Å Sits close to the threat ïhard to spoof

Å Identity-based Access Control 

Å Comprehensive post authentication threat 

detection

Å Protects the network infrastructure 

(e.g. DoS protection)

Å Immediate quarantine ïnot reliant on the 

switch  

Å Application layer awareness

Å Purpose built for LAN security

LAN Core

Internet
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Inline Architecture:
Operational Considerations

ÅRedundancy: Fail over, Fail open, Fail through

Å In-depth security functionality incurs performance requirements

ïHighly scalable, massively parallel computing resources

ïCanôt be done with standard PC processor architecture

ïLatency is not tolerated in the LAN

Å Integrated policy decision and enforcement

ïSingle place for troubleshooting

ïNo reliance upon or bias for third party switching technologies

ÅSupport for existing VLAN architecture

ïNo redesign required

ïIf problem with appliance ïsimply unplug and bypass

More appropriate for enterprises that require comprehensive security 
controls and continuous access control policy enforcement.
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An Integrated Policy Approach

Identity-based Enforcement

Enforce

Access

Policies

Control

Application

Use

Assess

Client 

Posture

Prevent
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Client Posture Assessment

Identity-based Enforcement

Assess

Client 

Posture

Prevent
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Network Admission Control

Come on in, Everyone

is Welcome. Hereôs

your IP addressé

Enterprise

LAN

1. Who are you? Are

you in our directory?

2. Are you running current

anti-virus, anti-spyware?

3. What OS? Is it patched?

4. Are you running all

required processes?

5. Are you not running any

banned processes?

Enterprise

LAN

QuarantineGuest VLAN

Without NAC With NAC


